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Recommendation 3: Create POA&Msfor known security vulnerabilities, assign appropriate
resources, and monitor the progress ofcorrective actions until risks are miligaled

Response: NPPD concur' with this recommendation. Although CSD undertakes these
activities, it will improve risk mitigation processes. The NCSD-Infonnation Assurance (IA)
team regularly initiates and tracks Plan of Action and Milestones (POA&Ms) for each NCSD
information technology system. Findings that can be mitigated within a short amount of time
(one week) are not uploaded onto Tru ted Agent FISMA (TAF). However, where POA&M
items cannot bc mitigatcd within a short period, a waiver or exception is requested from the
NPPD's Office of the Chief Infonnation Officcr and the action is included in the overall system
POA&M. CSD is improving its internal processes [0 ensure that POA&Ms are created after
each scan or when otherwise appropriate.

Recommendation 4: Establish an informalion securily training process that includes
developing a list ofrequired and recommended courses for NCSD systems personnel and
contractor, monitoring training laken, and maintaininf{ course record' to ensure that systems
per onnel and contraclor receive security awareness training and specialized training
commenSllrale with their roles and responsibilities.

Response: NPPD concurs with this recommendation. CSD recognizes the value in identifying
role-based training requirements for all employees and is developing a process to identify
information security training requirements for CSD employees.

The types of training and certifications for which a process will be developed include training
and requirements currently being met by NCSD personnel, such as the Department of Homeland
Security (DHS)-wide annual Security Education Awareness and Training (SEAT) requirement
which is already tracked and monitored by NPPD; the D1-IS- ponsored Critical Control Review
and Document Review training; the CISSP Boot Camp; and Security Plus training, along with
other role-based training.

Recommendation 5: Ensure that program and .Iystem docl/mentation/or ils cybersecurily
program systems is reviewed and approved.

Response: PPD concur with this recommendation. Standard operating procedures and
Certification and Accreditation (C&A) documents for CSD IT Systems undergo several
reviews before being uploaded into TAF. C&A documentation is reviewed and approved at
various levels beginning with the network manager, system owner and the CSD Information
Systems Security Officer. Once C&A documents are uploaded into TAF the PPD Information
System Security Manager (IS M) NPPD Designated Accrediting Authority and DHS
Headquarters provide validation, which 'ignifics approval. Standard Operating Procedures
(SOPs) are developed either by the operations or JA team and are coordinated with both teams
prior to being sent to the Logistics Lead for sellior leadership coordination approval
implementation and maintenance. Going forward SOPs will clearly indicate date of approval
and will include the signature of the appropriate team lead (either operations or lA, as
appropriate). PPD and C D will improve the documentation of these reviews, approvals and
validations.
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Recommendation 6: EnSllre Ihe annual ~ysleJII self-assessmenls for Ihe division's cybersecllrily
systems are updated to include all system in/ormation and that appendices are completed
according to DJ-lS requirements.

Response: PPD concurs with this recommcndation. In accordance with DHS Sensitive System
Handbook 4300A Section 3.9.12, requiring completion ofannual assessments and further de cribcd
in the DHS Fiscal Year 2010 DHS Infonnation Security Perfonnance Plan (October 1 2009) NCSD
completes aJUlual assessments in accordance with DHS requirements which are established by the
DHS Chief Information Security Officer. As required, CSD's annual asse ments for all alional
Cybersecurity Protection System CPS) systems which include the MOE, EINSTEIN, the US
CERT aJld Homeland Security [nfonnation elwork portals, aJld S-CERT's public website, were
approved aJld validated by the end of Febmary 20 IO. C D however will update its system self
asscssm nts to include missing system infommtion and completed appendices.

Recommendation 7: En ure quarlerlyfirewall testing is conducted and documented to ensure
that cyber ecurily program systems are prolectedfrom possible unauthorized access affempts.

Response: NPPD concurs with this reconunendation. C D tests firewalls at least quarterly but
agrees that adocumentation process wiH allow better management oversight ofsuch testing. A
standard operating procedure for firewall testing has been developed and a copy was provided to the
OIG.

Recommendation 8: Ensure that DHS baseline configuration set/ings are fully implemented on
ils roulers, servers, and workslations/or its cybersecurily program.

Response: NPPD concurs with thi recommendation. DH baselin configuration settings are now
implemented across CSD s systems. Consistent with DHS Sensitive System HaJldbook 4300A,
Scction 4.8.4 DHS Sccure Baseline Configuration Guides provide a minimLUn baseline ofsecurity.
That is the basis upon which CSD s equipment is prepared for deployment. ection 4.8.4 allows
DES Components to "implement more onerous configuration guides" aJld, to that end, CSD relies
upon the Defcnse lnfomlation Systcms Agency's ecurity Technical Implementation Guides (OISA
STIGs) to supplement configuration settings. The STIGs are used as all automated tool for
configuration mallagemenl. In fact since automated tools are required for use by DHS, based on
NISI 800-53, Rev 3 Control CM-2 and Control Enhancement (2) and the DHS baseline guides
provide only a manual checklist use of the OISA TIGs is preferred.

To ensure that this practice is more clearly articulated, NCSD will reflect it in its configuration
SOP.

Recommendation 9: Conduci and document physical security impections ofoffices and areas
housing syslem equipmenl according {o DHS poticy, at all locations, 10 ensure Ihat physical
security safeguards are working properly and policies are being/allowed.
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Response: PPD concurs with this reconunendation. Such inspections generally are already
conducted and documented, and CSD will work with its partners to ensure that this practice is
followed and documented at each office and for area housing system equipment.

Recommendation to: £Slab/ish a policy and inslilllle procedllres Ihan can be taken to prevent
pOlenlial damage to OHS equipment iflhe telllperalure and/or humidify inside server roomsfal!
olllside ofthe department's acceplable range.

Response: PPD concurs with this recommendation. DHS Sensitive System Handbook 4300A,
ection 4.2.1.8, directs DHS components to consider maintaining a temperature range between 60 and

70 degrees and humidity levels between 35% and 65% when developing a strategy for temperature
and humidity control. The handbook further recommends checking individual system documentation
for the proper temperature and humidity levels. NCSD will establish a temperature and humidity
policy which incorporates DBS and equipment manufacturer guidance and the division will institute
procedures to take when temperature or htuuidity is out of tolerance.

Thank you for the opportunity to review and comment on this draft report. We look forward to
continuing this partnership in the future.
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